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QUESTION 1

In which two ways can users and endpoints be classified for TrustSec? 

(Choose Two.) 

A. VLAN 

B. SXP 

C. dynamic 

D. QoS 

E. SGACL 

Correct Answer: AE 

 

 

QUESTION 2

Which two ports do network devices typically use for CoA? (Choose two ) 

A. 443 

B. 19005 

C. 8080 

D. 3799 

E. 1700 

Correct Answer: CE 

 

QUESTION 3

What is a characteristic of the UDP protocol? 

A. UDP can detect when a server is down. 

B. UDP offers best-effort delivery 

C. UDP can detect when a server is slow 

D. UDP offers information about a non-existent server 

Correct Answer: B 

https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html 
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QUESTION 4

In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose two.) 

A. publisher 

B. administration 

C. primary 

D. policy service 

E. subscriber 

Correct Answer: BD 

 

 

QUESTION 5

Which two endpoint compliance statuses are possible? (Choose two.) 

A. unknown 

B. known 

C. invalid 

D. compliant 

E. valid 

Correct Answer: AD 

 

QUESTION 6

Client provisioning resources can be added into the Cisco ISE Administration node from which three of these? (Choose
three.) 

A. FTP 

B. TFTP 

C. www-cisco.com 

D. local disk 

E. Posture Agent Profile 

Correct Answer: CDE 
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QUESTION 7

What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow? 

A. Network Access Control 

B. My Devices Portal 

C. Application Visibility and Control 

D. Supplicant Provisioning Wizard 

Correct Answer: B 

 

 

QUESTION 8

Which permission is common to the Active Directory Join and Leave operations? 

A. Create a Cisco ISE machine account in the domain if the machine account does not already exist 

B. Remove the Cisco ISE machine account from the domain. 

C. Set attributes on the Cisco ISE machine account 

D. Search Active Directory to see if a Cisco ISE machine account already ex.sts. 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html 

 

QUESTION 9

Which two features are available when the primary admin node is down and the secondary admin node has not been
promoted? (Choose 2) 

A. hotspot 

B. new AD user 802 1X authentication 

C. posture 

D. BYOD 

E. guest AUP 

Correct Answer: BD 
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QUESTION 10

Which two probes must be enabled for the ARP cache to function in the Cisco ISE profile service so that a user can
reliably bind the IP address and MAC addresses of endpoints? (Choose two.) 

A. NetFlow 

B. SNMP 

C. HTTP 

D. DHCP 

E. RADIUS 

Correct Answer: DE 

Cisco ISE implements an ARP cache in the profiling service, so that you can reliably map the IP addresses and the
MAC addresses of endpoints. For the ARP cache to function, you must enable either the DHCP probe or the RADIUS
probe. The DHCP and RADIUS probes carry the IP addresses and the MAC addresses of endpoints in the payload
data. The dhcp-requested address attribute in the DHCP probe and the Framed-IP-address attribute in the RADIUS
probe carry the IP addresses of endpoints, along with their MAC addresses, which can be mapped and stored in the
ARP cache. 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_ch
apter_010100.html 

 

QUESTION 11

Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on
AireOS controller? 

A. DHCP server 

B. static IP tunneling 

C. override Interface ACL 

D. AAA override 

Correct Answer: D 

 

QUESTION 12

What is the Cisco ISE default admin login name and password? 

A. ISEAdmin/admin 

B. admin/cisco 

C. admin/no default password--the admin password is configured at setup 
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D. admin/admin 

Correct Answer: C 

 

QUESTION 13

An engineer is configuring Cisco ISE to reprofile endpoints based only on new requests of INIT-REBOOT and
SELECTING message types. Which probe should be used to accomplish this task? 

A. MMAP 

B. DNS 

C. DHCP 

D. RADIUS 

Correct Answer: C 

 

 

QUESTION 14

An administrator is adding a switch to the network that is running cisco ISE and is only for IP phones. the phones do not
have the ability to authenticate via 802.1x. Which command is needed on each switch port for authentication? 

A. dot1x system-auth-control 

B. enable bypass-mac 

C. enable network-authentication 

D. mab 

Correct Answer: D 

 

 

QUESTION 15

Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the
night. 

Select and Place: 
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Correct Answer: 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_ne
w_Step 1 

Choose Administration > System > Deployment. 

The Register button will be disabled initially. To enable this button, you must configure a Primary PAN. 

Step 2 

Check the check box next to the current node, and click Edit. 

Step 3 

Click Make Primary to configure your Primary PAN. 

Step 4 

Enter data on the General Settings tab. 

Step 5 

Click Save to save the node configuration. 
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