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QUESTION 1

Which setting affects the aggressiveness of spam detection? 

A. protection level 

B. spam threshold 

C. spam timeout 

D. maximum depth of recursion scan 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118220-technote-esa-00.html 

 

QUESTION 2

Which two query types are available when an LDAP profile is configured? (Choose two.) 

A. proxy consolidation 

B. user 

C. recursive 

D. group 

E. routing 

Correct Answer: DE 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_12_0_chapter_011010.html 

 

QUESTION 3

What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.) 

A. Enable outbreak filters. 

B. Enable email relay. 

C. Enable antispam scanning. 

D. Enable port bouncing. 

E. Enable antivirus scanning. 

Correct Answer: AC 
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Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01111.html 

 

QUESTION 4

DRAG DROP 

Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right. 

Select and Place: 

Correct Answer: 
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Reference: 

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Gu
ide_chapter_010001.html (message actions) 

 

QUESTION 5

Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA? 

A. LDAP Query 

B. SMTP AUTH 

C. SMTP TLS 

D. LDAP BIND 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_12_0_chapter_011011.html 

 

QUESTION 6

Which two certificate authority lists are available in Cisco ESA? (Choose two.) 

A. default 

B. system 
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C. user 

D. custom 

E. demo 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_011000.html#task_1194859 

 

QUESTION 7

Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the
Cisco ESA? 

A. SenderBase Reputation Filtering 

B. Connection Reputation Filtering 

C. Talos Reputation Filtering 

D. SpamCop Reputation Filtering 

Correct Answer: A 

 

QUESTION 8

What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service? 

A. provisioned email encryption profile 

B. message encryption from a content filter that select "Message Encryption" over TLS 

C. message encryption from the mail flow policies with "CRES" selected 

D. content filter to forward the email to the Cisco Registered Envelope server 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_010010.html 

 

QUESTION 9

Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email
threats? (Choose two.) 

A. NetFlow 

B. geolocation-based filtering 
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C. heuristic-based filtering 

D. senderbase reputation filtering 

E. content disarm and reconstruction 

Correct Answer: CD 

 

QUESTION 10

Which two features are applied to either incoming or outgoing mail policies? (Choose two.) 

A. Indication of Compromise 

B. application filtering 

C. outbreak filters 

D. sender reputation filtering 

E. antivirus 

Correct Answer: CE 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_chapter_01001.html 

 

QUESTION 11

Which two are configured in the DMARC verification profile? (Choose two.) 

A. name of the verification profile 

B. minimum number of signatures to verify 

C. ESA listeners to use the verification profile 

D. message action into an incoming or outgoing content filter 

E. message action to take when the policy is reject/quarantine 

Correct Answer: AE 

 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_12_0_chapter_010101.html#task_1231917 

 

QUESTION 12

When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key? 
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A. AAAA record 

B. PTR record 

C. TXT record 

D. MX record 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213939-esa-configure-dkim-
signing.html 

 

QUESTION 13

DRAG DROP 

Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right. 

Select and Place: 

Correct Answer: 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_010101.html 
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QUESTION 14

Which two configurations are used on multiple LDAP servers to connect with Cisco ESA? (Choose two.) 

A. load balancing 

B. SLA monitor 

C. active-standby 

D. failover 

E. active-active 

Correct Answer: AD 

You can enter multiple host names to configure the LDAP servers for failover or load-balancing. Separate multiple
entries with commas. 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/sma_user_guide/b_SMA_Admin_Guide_ces
_11/b_SMA_Admin_Guide_chapter_01010.html 

 

QUESTION 15

DRAG DROP 

An Encryption Profile has been set up on the Cisco ESA. 

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject
"Secure:" into the correct order on the right. 

Select and Place: 

Correct Answer: 
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Reference: https://community.cisco.com/t5/email-security/keyword-in-subject-line-to-encrypt-message/td-p/2441383 
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