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QUESTION 1

What causes authentication failures on a Cisco WSA when LDAP is used for authentication?
A. when the passphrase contains only 5 characters

B. when the passphrase contains characters that are not 7-bit ASCI

C. when the passphrase contains one of following characters @ # $ % "\

D. when the passphrase contains 50 characters

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html

QUESTION 2

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)
A. authentication cache

B. application cache

C. logging cache

D. DNS cache

E. HTTP cache

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html

QUESTION 3

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01111.html
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QUESTION 4
DRAG DROP
Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right.

Select and Place:

WCCP

PAC

PBR

Correct Answer:

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179

QUESTION 5

What is used to configure WSA as an explicit proxy?
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A. IP Spoofing from router

B. Network settings from user browser

C. WCCP redirection from firewall

D. Auto redirection using PBR from switch
Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-qa-wsa-00.htm|

QUESTION 6

Which two log types does the Cisco WSA provide to troubleshoot Cisco data security and external data loss prevention
policies? (Choose two.)

A. upload data

B. data security

C. default proxy

D. data access

E. external data
Correct Answer: CE

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010011.html

QUESTION 7

Which two modes of operation does the Cisco WSA provide? (Choose two.)
A. connector

B. proxy

C. transparent

D. standard

E. explicit

Correct Answer: CE

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf
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QUESTION 8

An administrator wants to restrict file uploads to Facebook using the AVC feature.

Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)
A. Monitor Facebook General

B. Monitor Social Networking

C. Monitor Facebook Photos and Videos

D. Monitor Facebook Messages and Chat

E. Monitor Facebook Application

Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-
€78-741272.html

QUESTION 9

Which configuration option is suitable for explicit mode deployment?
A. PAC

B. WCCP

C.ITD

D. PBR

Correct Answer: A

In explicit-mode deployment, users will point the proxy setting to WSA. This can be done by pointing directly to WSA or
via a PAC (Proxy Auto-Config) file.

QUESTION 10

1278096903.150 97 172 xx.xx.xx TCP_MISS/200 8187 GET http;//my.site.com/ -

DIRECT/my.site.com text/plain DEFAULT_CASE_11-AnalizeSuspectTraffic-Identity-OutboundMalwareScanningPolicy-
DataSecurity Policy-ExtmaiDLPPolicy-Routing Policy

<IW_comp, 6. 9,.-%- ,—_.-,-,—,“-” mmmy e T T L - TW_comp,-, -,

“Unknown”,“Unknown” =" *-",198.34,0.- [Local]‘ "7, “W32. ClscoTestVector 33,0,
“W'SA-L\]FECTED-FILE.pdf : “fd5ef49d4213e05f448f11ed9c98253d85829614fba368a421d14e64c426daSe™ -

L

Refer to the exhibit. Which statement about the transaction log is true?
A. The log does not have a date and time

B. The proxy had the content and did not contact other servers
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C. The transaction used TCP destination port 8187
D. The AnalizeSuspectTraffic policy group was applied to the transaction

Correct Answer: D

QUESTION 11

What is a valid predefined time range when configuring a Web Tracking query?
A. year

B. minute

C. hour

D. month

Correct Answer: B

Web tracking query uses minute as a predefined time range to track web related queries.

QUESTION 12

By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)
A. HTTP Request Code

B. Content Type

C. Client IP Address

D. User Agent

E. Transaction 1D

Correct Answer: AC

QUESTION 13

Which key is needed to pair a Cisco WSA and Cisco ScanCenter for CTA?
A. public SSH key that the Cisco WSA generates

B. public SSH key that Cisco ScanCenter generates

C. private SSH key that Cisco ScanCenter generates

D. private SSH key that the Cisco WSA generates

Correct Answer: A
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010111.html

QUESTION 14

What must be configured to require users to click through an acceptance page before they are allowed to go to the
Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010100.html

QUESTION 15

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?
A. based on the least restrictive verdict

B. based on the most restrictive verdict

C. based on the first verdict returned

D. based on the last verdict returned

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010000.html
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