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QUESTION 1

What is a difference between inline traffic interrogation and traffic mirroring? 

A. Inline inspection acts on the original traffic data flow 

B. Traffic mirroring passes live traffic to a tool for blocking 

C. Traffic mirroring inspects live traffic for analysis and mitigation 

D. Inline traffic copies packets for analysis and security 

Correct Answer: A 

Inline traffic interrogation analyzes traffic in real time and has the ability to prevent certain traffic from being forwarded
Traffic mirroring doesn\\'t pass the live traffic instead it copies traffic from one or more source ports and sends the
copied traffic to one or more destinations for analysis by a network analyzer or other monitoring device 

 

QUESTION 2

What describes the defense-m-depth principle? 

A. defining precise guidelines for new workstation installations 

B. categorizing critical assets within the organization 

C. isolating guest Wi-Fi from the focal network 

D. implementing alerts for unexpected asset malfunctions 

Correct Answer: C  

 

QUESTION 3

According to CVSS, what is attack complexity? 

A. existing exploits available in the wild exploiting the vulnerability 

B. existing circumstances beyond the attacker\\'s control to exploit the vulnerability 

C. number of actions an attacker should perform to exploit the vulnerability 

D. number of patches available for certain attack mitigation and how complex the workarounds are 

Correct Answer: B 

 

 

QUESTION 4
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DRAG DROP

Refer to the exhibit.

Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.

Select and Place:
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Correct Answer:

 

QUESTION 5

What is a Heartbleed vulnerability? 

A. denial of service 
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B. information disclosure 

C. buffer overflow 

D. command injection 

Correct Answer: B 

 

QUESTION 6

Which of these describes volatile evidence? 

A. logs 

B. registers and cache 

C. disk and removable drives 

D. usernames 

Correct Answer: B 

Caches and Registers- Data in memory is the most volatile. This includes data in centralprocessor unit (CPU) registers,
caches, and system random access memory(RAM).- The data in cache and CPU registers is the most volatile, 

mostlybecause the storage space is so small. 

https://blogs.getcertifiedgetahead.com/cfr-and-order-of-
volatility/#:~:text=Caches%20and%20Registers,storage%20space%20is%20so%20small. 

 

QUESTION 7

Refer to the exhibit. 

What must be interpreted from this packet capture? 

A. IP address 192.168.88 12 is communicating with 192 168 88 149 with a source port 74 to destination port 49098
using TCP protocol 

B. IP address 192.168.88.12 is communicating with 192 168 88 149 with a source port 49098 to destination port 80
using TCP protocol. 

C. IP address 192.168.88.149 is communicating with 192.168 88.12 with a source port 80 to destination port 49098
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using TCP protocol. 

D. IP address 192.168.88.149 is communicating with 192.168.88.12 with a source port 49098 to destination port 80
using TCP protocol. 

Correct Answer: B 

 

 

QUESTION 8

Which regular expression is needed to capture the IP address 192.168.20.232? 

A. ^ (?:[0-9]{1,3}\.){3}[0-9]{1,3} 

B. ^ (?:[0-9]f1,3}\.){1,4} 

C. ^ (?:[0-9]{1,3}\.)\\' 

D. ^ ([0-9]-{3}) 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/cs-
mars/4-3/user/guide/local_controller/appreexp.html 

 

QUESTION 9

What is the role of NAT in data visibility? 

A. load balancing 

B. hiding IP addresses 

C. web filtering 

D. encrypting files 

Correct Answer: B 

 

 

QUESTION 10

An engineer needs to have visibility on TCP bandwidth usage, response time, and latency, combined with deep packet
inspection to identify unknown software by its network traffic flow. Which two features of Cisco Application Visibility and
Control should the engineer use to accomplish this goal? (Choose two.) 

A. management and reporting 

B. traffic filtering 
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C. adaptive AVC 

D. metrics collection and exporting 

E. application recognition 

Correct Answer: AE 

 

QUESTION 11

Refer to the exhibit. 

Which application protocol is in this PCAP file? 

A. SSH 

B. TCP 

Latest 200-201 Dumps | 200-201 Practice Test | 200-201 Braindumps                                7 / 9

https://www.leads4pass.com/200-201.html
https://www.leads4pass.com/200-201.html
https://www.leads4pass.com/200-201.html


https://www.leads4pass.com/200-201.html
2024 Latest leads4pass 200-201 PDF and VCE dumps Download

C. TLS 

D. HTTP 

Correct Answer: C 

 

 

QUESTION 12

Refer to the exhibit. 

A SOC engineer is analyzing the provided Cuckoo Sandbox report for a file that has been downloaded from an URL,
received via email. What is the state of this file? 

A. The file was identified as PE32 executable for MS Windows and the Yara filed lists it as Trojan. 

B. The file was detected as executable and was matched by PEiD threat signatures for further analysis. 

C. The file was detected as executable, but no suspicious features are identified. 

D. The calculated SHA256 hash of the file was matched and identified as malicious. 

Correct Answer: A 

 

 

QUESTION 13

What is session data used for in network security? 

A. It contains the set of parameters used for fetching logs. 
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B. It tracks cookies within each session initiated from user. 

C. It is the transaction log between monitoring software. 

D. It is the summary of the transmission between two network devices. 

Correct Answer: D 

Session data is a record of a conversation between two network endpoints, which are often a client and a server. 

 

QUESTION 14

Which example represents the defense-in-depth principle? 

A. implementing a CMDB 

B. creating a separate VLAN to isolate networks 

C. creating a privileged group in AD 

D. implementing new security policy within the organization 

Correct Answer: B 

 

QUESTION 15

How does statistical detection differ from rule-based detection? 

A. Statistical detection involves the evaluation of events, and rule-based detection requires an evaluated set of events to
function. 

B. Statistical detection defines legitimate data over time, and rule-based detection works on a predefined set of rules 

C. Rule-based detection involves the evaluation of events, and statistical detection requires an evaluated set of events
to function Rule-based detection defines 

D. legitimate data over a period of time, and statistical detection works on a predefined set of rules 

Correct Answer: B 
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