
Question 1: 

 

Refer to the exhibit. According to the SNORT alert, what is the attacker performing? 

A. brute-force attack against the web application user accounts 

B. XSS attack against the target webserver 

C. brute-force attack against directories and files on the target webserver 

D. SQL injection attack against the target webserver 

 

Correct Answer: C 

 

Question 2: 

What is a concern for gathering forensics evidence in public cloud environments? 

A. High Cost: Cloud service providers typically charge high fees for allowing cloud 

forensics. 

B. Configuration: Implementing security zones and proper network segmentation. 

C. Timeliness: Gathering forensics evidence from cloud service providers typically requires 

substantial time. 

D. Multitenancy: Evidence gathering must avoid exposure of data from other tenants. 

 

Correct Answer: D 

Reference: 

https://www.researchgate.net/publication/307871954_About_Cloud_Forensics_Challeng

es_and_Solutions 

 

Question 3: 

Which scripts will search a log file for the IP address of 192.168.100.100 and create an 

output file named parsed_host.log while printing results to the console? 



 



A. Option A 

B. Option B 

C. Option C 

D. Option D 

 

Correct Answer: A 

 

Question 4: 

 

Refer to the exhibit. A security analyst notices unusual connections while monitoring traffic. 

What is the attack vector, and which action should be taken to prevent this type of event? 

A. DNS spoofing; encrypt communication protocols 

B. SYN flooding, block malicious packets 

C. ARP spoofing; configure port security 

D. MAC flooding; assign static entries 

 

Correct Answer: C 

 

Question 5: 

A website administrator has an output of an FTP session that runs nightly to download and 

unzip files to a local staging server. The download includes thousands of files, and the 

manual process used to find how many files failed to download is time-consuming. The 

administrator is working on a PowerShell script that will parse a log file and summarize how 

many files were successfully downloaded versus ones that failed. Which script will read the 

contents of the file one line at a time and return a collection of objects? 

A. Get-Content-Folder \\Server\FTPFolder\Logfiles\ftpfiles.log | Show-From "ERROR", 

"SUCCESS" 



B. Get-Content –ifmatch \\Server\FTPFolder\Logfiles\ftpfiles.log | Copy-Marked “ERROR”, 

“SUCCESS” 

C. Get-Content –Directory \\Server\FTPFolder\Logfiles\ftpfiles.log | Export-Result 

“ERROR”, “SUCCESS” 

D. Get-Content –Path \\Server\FTPFolder\Logfiles\ftpfiles.log | Select-String “ERROR”, 

“SUCCESS” 

 

Correct Answer: D 

 

Question 6: 

 

Refer to the exhibit. Which two actions should be taken based on the intelligence 

information? (Choose two.) 

A. Block network access to all .shop domains 

B. Add a SIEM rule to alert on connections to identified domains. 



C. Use the DNS server to block hole all .shop requests. 

D. Block network access to identified domains. 

E. Route traffic from identified domains to block hole. 

 

Correct Answer: BD 

 

Question 7: 

A security team receives reports of multiple files causing suspicious activity on users\' 

workstations. The file attempted to access highly confidential information in a centralized 

file server. Which two actions should be taken by a security analyst to evaluate the file in a 

sandbox? (Choose two.) 

A. Inspect registry entries 

B. Inspect processes. 

C. Inspect file hash. 

D. Inspect file type. 

E. Inspect PE header. 

 

Correct Answer: BC 

Reference: 

https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually-d027

44f7c43a 

 

Question 8: 



 

Refer to the exhibit. Which determination should be made by a security analyst? 

A. An email was sent with an attachment named "Grades.doc.exe". 

B. An email was sent with an attachment named "Grades.doc". 

C. An email was sent with an attachment named "Final Report.doc". 

D. An email was sent with an attachment named "Final Report.doc.exe". 

 

Correct Answer: D 

 

Question 9: 

A security team is discussing lessons learned and suggesting process changes after a 

security breach incident. During the incident, members of the security team failed to report 

the abnormal system activity due to a high project workload. Additionally, when the incident 

was identified, the response took six hours due to management being unavailable to 

provide the approvals needed. Which two steps will prevent these issues from occurring in 

the future? (Choose two.) 

A. Introduce a priority rating for incident response workloads. 

B. Provide phishing awareness training for the fill security team. 

C. Conduct a risk audit of the incident response workflow. 

D. Create an executive team delegation plan. 

E. Automate security alert timeframes with escalation triggers. 

 

Correct Answer: AE 

 



Question 10: 

 

Refer to the exhibit. Which two actions should be taken as a result of this information? 

(Choose two.) 

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

B. Block all emails sent from an @state.gov address. 

C. Block all emails with pdf attachments. 

D. Block emails sent from Admin@state.net with an attached pdf file with md5 hash 

"cf2b3ad32a8a4cfb05e9dfc45875bd70". 

E. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

 

Correct Answer: AB 

 

Question 11: 

An attacker embedded a macro within a word processing file opened by a user in an 

organization\'s legal department. The attacker used this technique to gain access to 

confidential financial data. Which two recommendations should a security expert make to 

mitigate this type of attack? (Choose two.) 

A. controlled folder access 



B. removable device restrictions 

C. signed macro requirements 

D. firewall rules creation 

E. network access control 

 

Correct Answer: AC 

 

Question 12: 

 

Refer to the exhibit. Which two determinations should be made about the attack from the 

Apache access logs? (Choose two.) 

A. The attacker used r57 exploit to elevate their privilege. 

B. The attacker uploaded the word press file manager trojan. 



C. The attacker performed a brute force attack against word press and used sql injection 

against the backend database. 

D. The attacker used the word press file manager plugin to upoad r57.php. 

E. The attacker logged on normally to word press admin page. 

 

Correct Answer: CD 

 

Question 13: 

What are YARA rules based upon? 

A. binary patterns 

B. HTML code 

C. network artifacts 

D. IP addresses 

 

Correct Answer: A 

Reference: 

https://en.wikipedia.org/wiki/YARA#:~:text=YARA%20is%20the%20name%20of,strings%

20and%20a%20boolean%20expression. 

 

Question 14: 

An engineer received a report of a suspicious email from an employee. The employee had 

already opened the attachment, which was an empty Word document. The engineer 

cannot identify any clear signs of compromise but while reviewing running processes, 

observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe 

process. What is the recommended action the engineer should take? 

A. Upload the file signature to threat intelligence tools to determine if the file is malicious. 

B. Monitor processes as this a standard behavior of Word macro embedded documents. 

C. Contain the threat for further analysis as this is an indication of suspicious activity. 

D. Investigate the sender of the email and communicate with the employee to determine 

the motives. 

 

Correct Answer: A 

 



Question 15: 

 

Refer to the exhibit. Which element in this email is an indicator of attack? 

A. IP Address: 202.142.155.218 

B. content-Type: multipart/mixed 

C. attachment: "Card-Refund" 

D. subject: "Service Credit Card" 

 

Correct Answer: C 

 


