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QUESTION 1

Which two features are part of Cisco Web security? (Choose Two)
A. user authentication

B. device profling and onboarding

C. intrusion prevention

D. user identity tracking

E. URL fiteinganddynamic content analysis

Correct Answer: CE

QUESTION 2

In the Local Data Center Edge use case, which capabilities are provided by NGFW and NGIPS?
A. Identity Services Engine

B. Reduced attack surface of the on-premises datacenter

C. Platform exchange grid

D. File Retrospection and Trajectory

Correct Answer: B

QUESTION 3

What does remote access use to verify identity?
A. MFA

B. AMP for Endpoints

C. Remote Access VPN

D. Agents

Correct Answer: A

QUESTION 4
On average, how many days elapse before businesses discover that they have been hacked?

A. 10
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B. 50
C.30
D.70

Correct Answer: B

QUESTION 5

Which two attack vectors are protected by Malware Protection? (Choose Two)
A. Email

B. Mobile

C. Voicemail

D. Data Center

E. Web

Correct Answer:. AB

QUESTION 6

Which three customer business objectives does Cisco\\'s Advanced Threat solutions address? (Choose Three)

A. Lower TCO through intelligent APl management
B. Visibility and control with a managed environment
C. Accelerated firewall implementation

D. Complete protection with holistic defense

E. Comprehensive support with flexible solutions

F. Secure communications with advanced access

Correct Answer: BDE

QUESTION 7

Which two loT environment layers are protected by AMP for Endpoints? (Choose Two)
A. Data Center

B. Internet/Cloud

C. Control Layer
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D. Access Points
E. Things

Correct Answer: BE

QUESTION 8

Which two attack vectors are protected by Cloud Security? (Choose Two)
A. Endpoints

B. Cloud

C. Web

D. Data Center

E. Email

Correct Answer:. AB

QUESTION 9

In which two ways has digitization transformed today\\'s security threat landscape\\'? (Choose two.)
A. Growing ecosystem

B. Expanding complexity

C. Increasing access points

D. Decreasing endpoint ecosystem

E. Decreasing 3rd party applications

Correct Answer: AB

QUESTION 10

Which Tetration feature enforces consistent allow list policy access on premises data centers and pubic clouds to
enable zero trust using application segmentation?

A. application access control
B. trusted access segmentation
C. automatic block listing

D. Enable a zero-trust model
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Correct Answer: D

https://www.cisco.com/c/en_au/products/data-center-analytics/tetration- analytics/index.html#~stickynav=1

QUESTION 11

What two areas present a security challenge for customers? (Choose Two)
A. OT environments

B. Email

C. Corporate printers

D. IT departments

E. loT devices

Correct Answer: BE

QUESTION 12

Which feature of ISE has the capability to encounter a device new on the market and correctly profile it to onboard it
quickly and easily?

A. Context-aware access

B. Centralized policy management
C. Platform exchange grid

D. Device profiling

Correct Answer: D

QUESTION 13

Which feature of StealthWatch aggregates and normalizes NetFlow data?
A. FlowCollector

B. Advanced malware protection

C. Forensic investigation

D. Netflow analytics

Correct Answer: A
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QUESTION 14

What are two result of utilizing a fragmented security model? (Choose Two)
A. Decreased visibility and limited understand of security coverage.

B. Individual components pieced together to meet requirements.

C. Reduced malicious file risk through additional segmentation.

D. Increased identity controls.

E. Decreased network accessibility through multiple applications.

Correct Answer: AB

QUESTION 15

What are two common seller obstacles? (Choose Two) A. Unresponsive potential customers
B. Seller competition

C. Fragmented solutions

D. Complexity of solution components

E. Overcrowded portfolios

Correct Answer: DE
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