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QUESTION 1
Which two methods does Cisco Jabber use for contact searching in an on-premises deployment model? (Choose two.)
A. HTTP
B. XMPP
C. UDS
D. LDAP
E. SIP
Correct Answer: CD
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab11/collab11/presence.html


QUESTION 2
Which function of the Cisco IM and Presence high availability solution is true?
A. When the server has been restored to a normal state, user sessions remain on the backup server.
B. When an event takes place, the end user sessions are not moved from the failed server to the backup.
C. When the server has been restored, the server automatically fails back.
D. When a high availability event takes place, the end user sessions are moved from the failed server to the backup.
Correct Answer: D
Reference:
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-im-presenceservice/200958-IM-and-Presence-Server-High-Availability.html


QUESTION 3
Which service must be activated on Cisco Unity Connection to utilize LDAP synchronization?
A. Cisco Tomcat
B. Cisco Sync Agent
C. Cisco DirSync
D. Cisco RIS Data Collector
Correct Answer: C
Reference:
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/administration/guide/10xcucsagx/10xcucsag120.html


QUESTION 4
Which component of SAML SSO defines the transport mechanism that is used to deliver the SAML messages between
entities?
A. profiles
B. metadata
C. assertions
D. bindings
Correct Answer: D


QUESTION 5
Which SAML 2.0 profile is supported by Cisco UCM, Cisco Unified IM and Presence, and Unity Connection version 10.x
and above?
A. single logout
B. web browser SSO
C. name identifier management
D. identity provider discovery
Correct Answer: B


QUESTION 6

Refer to the exhibit.


Users report that they cannot see the Chat Rooms icon on their Cisco Jabber clients. This feature works without issue in
the lab. An engineer reviews the Cisco IMandP and Jabber configuration and finds that the jabber-config.xml file is
configured properly to support this feature. Which activity should be performed on the IMandP server to resolve this
issue?
A. Activate Cisco XCP Connection Manager in Cisco Unified Serviceability > Tools > Service Activation.
B. Restart Cisco XCP Message Archiver in Cisco Unified Serviceability > Tools > Control Center – Feature Services.
C. Restart XCP Text Conference Manager in Cisco Unified Serviceability > Tools > Control Center – Network Services.
D. Activate XCP Text Conference Manager in Cisco Unified Serviceability > Tools > Service Activation.
Correct Answer: D
Reference:
https://www.cisco.com/c/en/us/support/docs/unified-communications/jabber-windows/118684-probsol-chat-00.html


QUESTION 7
What are two Cisco Jabber 12.6 on-premises deployment types that can be run on a Windows- enabled PC? (Choose
two.)
A. Contact Center Agent
B. IM-only
C. multicloud-based
D. Full UC
E. cloud-based
Correct Answer: BD
Reference:
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_6/cjab_b_on-prem-deployment-ciscojabber_12-6.pdf


QUESTION 8
Refer to the exhibit.



Users connected to the internal network report a “Cannot communicate with the server” error while trying to log in to
Cisco Jabber using auto service discovery. The Jabber diagnostics and the SRV record configuration are as shown in
the exhibit. The host cucm1.ccnp.cisco.com is correctly resolved by the user desktops with the Cisco Unified
Communications Manager IP address. Why is the user not able to log in?
A. SRV protocol is not set up correctly. It should be _tls instead of _tcp.
B. Marking weight as 0 on the SRV record makes it inactive, so Jabber cannot discover the Cisco Unified CM.
C. The port specified on the SRV record is wrong.
D. The domain ccnp.cisco.com does not exist on the DNS server.
Correct Answer: C
Reference:
https://community.cisco.com/t5/collaboration-voice-and-video/jabber-client-login-and-login-issues/ta-p/3143446


QUESTION 9
Which two protocols does the Cisco IM Presence service use to federate with external domains? (Choose two.)
A. XMPP
B. SNMP
C. SIP
D. SCCP
E. SMPP
Correct Answer: AC
Reference:
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cucm/im_presence/interdomain_federation/11_5_1/cup0_b_interdomain-federation-guide-imp-115.pdf


QUESTION 10
Refer to the exhibit.

Which statement is true?
A. If the IMandP node in sub-cluster-1 goes down, then users assigned to it are randomly split between the two
remaining subclusters.
B. The administrator must add one node to each subcluster for high availability.
C. IMandP nodes in each subscluster must be configured from the same OVA template.
D. Each Cisco IMandP subcluster must have the same number of nodes.
Correct Answer: B


QUESTION 11
An engineer is configuring DNS for service discovery in a Jabber deployment for on-premises clients. Which snippet will
complete the SRV record name _tcp.example.com?
A. _cisco_uds
B. _collab_edge
C. _xmpp.server
D. _xmpp-client
Correct Answer: A
Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2016/pdf/BRKCOL-2344.pdf


QUESTION 12
Which SAML component specifies the mapping of SAML assertion protocol message exchanges with standard
messaging formats or communication protocols such as SOAP exchanges?
A. SAML binding
B. SAML assertion
C. SAML profiles
D. SAML protocol
Correct Answer: A
Reference: https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language


QUESTION 13
SAML SSO is enabled in Cisco Unified Communications Manager. What happens when a browser- based client
attempts to access a protected resource on a service provider?
A. The browser follows the redirect and issues an HTTPS GET request to the IdP.
B. The IdP checks for a valid browser session.
C. The service provider generates a SAML authentication request.
D. The SAML request is maintained as a query parameter in the GET request.
Correct Answer: C
Reference:
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_samlsso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
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